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Janice Powell, MBA, IAACP, is a senior com pli
ance con sul tant at Core Compliance & Legal Ser
vices, Inc. Ms Powell has ded i cated her career to 
con tin u ous col lab o ra tion with firms through out 
the indus try in an effort to enhance their risk
based com pli ance programmes and under stand
ing their fidu ciary respon si bil i ties to their cli ents. 
Her dynamic approach and  expe ri ence work ing 
with CSuite exec u tives to mit i gate con flicts of 
inter est and reg u la tory scru tiny, while devel
op ing solu tions to help firms expand and grow 
their busi ness in a com pli ant way, has made her 
a ris ing star in the com pli ance arena. Through
out her career, Ms Powell has focused on per
fecting cus tom meth ods for how to build and 
develop a cul ture of com pli ance. Ms Powell pro
vi des com pli ance  con sul ta tion to mul ti ple busi
ness mod els from hybrid advis ers, multifam ily 
offices, dual reg is trants, bankowned advis ers 
and bro kerdeal ers, advis ers to mutual funds, 
trust  com pa nies and inde pen dent advis ers. Her 
con sul ta tion prac tice areas include invest ment 
adviser, invest ment com pany,  bro kerdealer and 
pri vate fund com pli ance programmes, mar ket
ing reviews, Code of Ethics and com pli ance 
programme devel op ment and train ing, pol icy 
and pro ce dure,  sur veil lance and inter nal con
trol devel op ment, risk assess ment and annual 
reviews.

AbstrAct

Successful com pli ance is built upon a solid foun-
da tion of risk man age ment. Effective com pli ance 
programmes begin with a thor ough assess ment 
to iden tify areas of risk within the orga ni sa-
tion. Developing a risk man age ment frame-
work is  cru cial to an orga ni sa tion’s abil ity to 
develop  appro pri ate pro to cols to iden tify, mon i-
tor, and if needed,  mit i gate the risks. Aside from 

the prac ti cal ben e fits a risk assess ment can pro-
vide, it can also dem on strate to a reg u la tor that 
a com pli ance programme is ‘rea son ably designed’ 
to pre vent vio la tions of fed eral secu ri ties laws.1 
The pur pose of this paper is to dis cuss prac ti cal 
ways to develop and imple ment a risk man age-
ment programme as well as con vey ing iden ti fied 
risks to senior man age ment for use in prac ti cal 
busi ness deci sions.

Keywords: Risk man age ment, com pli
ance programme, risk assess ment, 
 con trols

INTRODUCTION
Risk is a part of every day life and is often 
miti gated or addressed through a vari ety of 
meth ods. For exam ple, you can address the 
risk of a seri ous ill ness by pur chas ing health 
insur ance or the risk of a motor vehi cle acci
dent by pur chas ing car insur ance. In these 
exam ples, the risk of a cat a strophic event 
occur ring, and the sub se quent finan cial out
lay is miti gated by cap ping the outofpocket 
loss you may end up pay ing upon the unex
pected cir cum stance. Similarly, other risks 
could include the inabil ity to pro vide for your 
expenses in retire ment, so you mit i gate by 
put ting money in sav ings or defer ring com
pen sa tion into a retire ment account. Every 
day, indi vid u als make deci sions related to 
risk and fre quently trade one risk for another. 
As you nav i gate daily risk and make deci
sions about how much risk you are will ing to 
accept (eg how high is the deduct ible going to 
be), businesses must do the same. Businesses 
must eval u ate how much risk they are will ing 
to with stand and how to mit i gate the risk to 
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ensure not only com pli ance with reg u la tions 
but also longterm suc cess.

With the evo lu tion of tech nol ogy, the 
state of the COVID19 pan demic at the 
time of writing, and the everchang ing 
polit i cal and reg u la tory envi ron ment, finan
cial ser vice firms face increas ing scru tiny 
on their busi ness prac tices and com pli ance 
programmes. If you ask a finan cial adviser 
what risk means to them, the likely response 
they will give con sid ers port fo lio risk, a cli
ent’s tol er ance for risk, or sev eral fac tors 
that make up risk in man ag ing the assets, 
such as inter est rate risk, busi ness risk, infla
tion risk, liquid ity risk, polit i cal risk and so 
on.2 An enter prise risk man age ment sys tem 
breaks down risk into sim i lar categories, 
must eval u ate con trols and review and revise 
as nec es sary. Investopedia defi nes enter prise 
risk man age ment (ERM) as

a meth od ol ogy that looks at risk man age
ment stra te gi cally from the per spec tive of 
the entire firm or orga ni sa tion. It is a top
down strat egy that aims to iden tify, assess, 
and pre pare for poten tial losses, dan gers, haz
ards, and other poten tials for harm that may 
inter fere with an orga ni sa tion’s oper a tions 
and objec tives and/or lead to losses. ERM 
takes a holis tic approach and calls for man
age mentlevel deci sionmak ing that may 
not nec es sar ily make sense for an indi vid
ual busi ness unit or seg ment. Thus, instead 
of each busi ness unit being  respon si ble 
for its own risk man age ment, firmwide 
 sur veil lance is given  pre ce dence.3

Think of it as a col lec tion of depart
ments across a firm or a hier ar chy of enti ties 
owned by a hold ing com pany. Risk is found 
at every level.

At a CCOutreach National Seminar on 
8th Feb ru ary, 2011, Carlo Di Florio, for mer 
Director, Office of Compliance Inspections 
and Examinations at the Securities and 
Exchange Commission (SEC), discussed 
ERM and stip u lated that exam i na tions 

of invest ment advis ers and bro ker deal ers 
would focus on three areas.

In a time of resource con straints, we hope 
to realise three ben e fits from this approach: 
(i) this will keep us focused on the most 
sig nifi  cant risks; (ii) by focus ing on a 
some what smaller but highpri or ity range 
of issues in each exam we will be  able 
to extend our resources fur ther; and (iii) 
engag ing firms at a higher level of man
age ment will have a more effec tive impact 
on a firm’s cul ture.4

Di Florio con tin ued his remarks, high
light ing that exam in ers would seek to  
under stand the over sight of the risk man
age ment pro cess, appro pri ate set ting of risk 
tol er ances, mon i tor ing, addressing and report
ing of excep tions. Furthermore, exam in ers 
would focus on train ing and com mu ni ca tion 
within the firm as well as whether or not an 
appro pri ate com pli ance cul ture or the ‘tone 
at the top’ is established to ensure risk is 
addressed.

WHAT IS RISK MANAGEMENT?
Each firm that con sid ers implementing a 
tai lored com pli ance programme faces the 
chal lenge of design ing a gov er nance struc
ture that is spe cific to the busi ness model and 
strat egy of the entity. In order to under stand 
where to start, firms must answer one basic 
ques tion, ‘What is risk?’ MerriamWebster 
dic tio nary defi nes it as, ‘pos si bil ity of loss or 
injury; some one or some thing that cre ates or 
sug gests a haz ard’.5 Harvard Business Review 
in 2012 recounted an inter est ing exam
ple of a CEO attempting to man age risky 
behav iour.

When Tony Hayward became CEO of BP, 
in 2007, he vowed to make safety his top 
pri or ity.  Among the new rules he insti tuted 
were the require ments that all  employees 
use lids on coff ee cups while walk ing 
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and refrain from texting while driv ing. 
Three years later, on Hayward’s watch, the 
Deepwater Horizon oil rig exploded in the 
Gulf of Mexico, caus ing one of the worst 
manmade disas ters in his tory. A US inves
tiga tion com mis sion attrib uted the disas ter 
to man age ment fail ures that crip pled ‘the 
abil ity of indi vid u als involved to iden tify 
the risks they faced and to prop erly eval u ate, 
com mu ni cate, and address them.’ Hayward’s 
story reflects a com mon prob lem. Despite 
all  the rhet o ric and money invested in it, 
risk man age ment is too often treated as a 
com pli ance issue that can be solved by 
draw ing up lots of rules and mak ing sure 
that all  employ ees fol low them. Many such 
rules, of course, are sen si ble and do reduce 
some risks that could severely dam age a 
com pany. But rulesbased risk man age ment 
will not dimin ish either the like li hood or 
the impact of a disas ter such as Deepwater 
Horizon, just as it did not pre vent the fail
ure of many finan cial insti tu tions dur ing 
the 2007–2008 credit cri sis.6

While it may seem ridic u lous when con
tem plat ing this type of behav iour in 
ret ro spect, Mr Hayward prob a bly thought 
that he was man ag ing risk by cre at ing rules 
that were designed to pre vent risk. Does 
your firm have a ‘rulesbased’ risk man age
ment programme, or one that effec tively 
eval u ates inter nal con trols when assessing 
risk and then con tin ues to mod ify the pro
gramme based on new risks? Risks can be 
found at every level in the enter prise from a 
job func tion to the entity level. Identifying 
these risks and gaug ing con trols for mu lates 
an enter prise risk man age ment pro cess.

A for mal risk assess ment, or matrix, is 
gen er ally not required by secu ri ties laws;7 
how ever, reg u la tors like the SEC and the 
Financial Industry Regulatory Authority 
(FINRA) con tinue to have expec ta tions that 
firms employ some form of risk man age ment 
pro cess. Through risk alerts, pub lish ing exam 
pri or i ties, the use of notices to mem bers and 

pub lic com ments, it is very clear that reg u la
tors expect firms to have robust and effec tive 
risk man age ment prac tices. Therefore, it is 
cru cial for firms to develop a prac ti cal pro cess 
to iden tify risks within their orga ni sa tion that 
may make them vul ner a ble to vio la tions. The 
firm must assess those risks as to their impor
tance so resources can be allo cated to areas 
pos ing the most sig nifi  cant risk.

There is a per cep tion that implementing 
a risk frame work is overly com plex, expen
sive and requires years of edu ca tion devoted 
to risk man age ment. This per cep tion is 
com mon, but unsup ported. These mis con
cep tions should not pre vent a firm from 
implementing a robust risk man age ment 
frame work. Regulators are not looking for 
per fec tion, but for effort.

A risk man age ment programme should be 
a liv ing, breath ing pro cess designed to keep 
up with chang ing risk envi ron ments. Iden
tifying risks is a task best accom plished by 
col lab o rat ing with man age ment, rep re sen ta
tives from each busi ness unit, com pli ance and 
any other stake holder respon si ble for the busi
ness. If pos si ble, imple ment a risk com mit tee 
that can brain storm, assist with eval u at ing the 
risks to the firm and weigh in on con trols. It 
can also pro vide buyin across the firm. Sup
port from senior man age ment is imper a tive 
to establishing the right cul ture and desired 
inter nal envi ron ment. Obtaining top level 
sup port also ensures the appro pri ate amount 
of impor tance is given to the ERM pro cess, 
includ ing allo cat ing resources needed to fos
ter the suc cess of the programme.

Uncovering risks, includ ing hid den risks, 
requires suffi  cient knowl edge of the firm 
and the busi ness model in which it engages. 
Risk can be found in rules and reg u la tions, 
tech nol ogy, envi ron ment (think COVID19 
pan demic), employ ees, ven dors, con tracts, 
firm rela tion ships and com pen sa tion, among 
many other areas. Once risks are iden ti fied, 
define the risks (eg com pli ance or oper a
tional). The firm should then estab lish an 
appe tite for the risk. Determine how much 
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risk it is will ing to accept while pur su ing its 
objec tives before any actions are nec es sary 
in order to mit i gate the risk. Consider the 
resources the firm has and the poten tial like
li hood of the event hap pen ing.

IMPLEMENT AND MANAGE
There are many ways to doc u ment and com
plete a risk matrix. Microsoft Excel or Word 
can be used for a lim ited risk assess ment 
or there are elab o rate auto mated sys tems 
avail  able for more com pli cated risk struc
tures. Find one that works for the size and 
com plex ity of the busi ness being assessed. 
The risk matrix is intended to be an ever
evolv ing frame work that should be adjusted 
rou tinely as the busi ness changes, con trols 
are deployed, and new risks are iden ti fied. 
The fol low ing steps should be con sid ered 
when implementing the programme.

Develop a risk inven tory
As pre vi ously stated, cre at ing an inven tory 
of risks asso ci ated with the firm can help it 
eval u ate whether nec es sary pol i cies and pro
ce dures with related con trols exist or need to 
be devel oped. It will also help to deter mine 
the fre quency of test ing of the com pli ance 
programme.

Starting this inven tory can be a daunt
ing task. Firms should begin by pre par ing 
a com pre hen sive list of risks posed by the 
busi ness. Begin with a topdown focus. 
Consider the most impor tant risk expo sures 
from across the orga ni sa tion. Include risks 
inher ent to the firm’s busi ness model, con
trac tual obli ga tions and types of prod ucts 
and ser vices offered. Consider con flicts of 
inter est posed by com pen sa tion, employee 
and ven dor rela tion ships. Utilise pre vi ous 
reg u la tory exam deficiencies or reg u la
tory doc u ment request lists and deter mine 
which item in the doc u ment request may be 
an issue dur ing your next exam i na tion, as 

well as pub licly avail  able risk assess ments.8 
Regulators often issue guid ance and exam 
pri or i ties outlining focus areas based on pre
vi ously inspected firms. These doc u ments 
out line pri or i ties and items of impor tance 
with a roadmap to expec ta tions regard ing 
risks. Assess the ram i fi ca tions of reg u la
tory vio la tions occur ring and the need for 
mit i ga tion.

Gather ideas from col leagues and coun
ter parts at other sim i larly situated firms. 
Industry net work ing groups and local com
pli ance roundtables are a good resource if 
conducting an ini tial assess ment. Conduct 
inter views, sur veys, ques tion naires and focus 
groups with facil i tated dis cus sion.

The Committee of Sponsoring Organiza
tions of the Treadway Commission (COSO),  
a lead ing expert and thought leader on risk  
man age ment, gov er nance and fraud deter
rence, devel oped a list of ques tions that can 
help iden tify the most  sig nifi  cant stra te gic or 
emerg ing risks within an orga ni sa tion. When 
interviewing senior man age ment regard ing 
risks, con sider these ques tions:

• What are the pri mary busi ness objec tives 
or strat e gies?

• What are the key com po nents of enabling 
the busi ness strat egy or objec tives?

• What inter nal fac tors or events could 
impede or derail each of these key com
po nents?

• What events exter nal to the orga ni sa tion 
could impede or derail each of the key 
com po nents?

• What are the three most sig nifi  cant risk 
events that con cern you regard ing the 
orga ni sa tion’s abil ity to achieve busi ness 
objec tives?

• Where should the orga ni sa tion enhance 
its risk man age ment pro cesses to have 
max i mum ben e fit and effect on its abil ity 
to achieve busi ness objec tives?

• What types of cat a strophic risks does the 
orga ni sa tion face? How pre pared is the 
orga ni sa tion to han dle them, if they occur?
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• Can you iden tify any sig nifi  cant risks or 
expo sures to third parties (ven dors, ser
vice pro vid ers, alli ance part ners etc) that 
con cern you?

• What finan cial mar ket risks do you believe 
are or will be sig nifi  cant?

• What cur rent or devel op ing legal/reg u
la tory/gov ern men tal events or risks might  
be sig nifi  cant to the suc cess of the busi ness?

• Are you concerned about any emerg ing 
risks or events? If so, what are they?

• What risks are com pet i tors iden ti fy ing in 
their reg u la tory reports that we have not 
been addressing in our risk anal y sis?9

The answers to these ques tions and the 
meth ods described above may also pro vide 
insight into risks not pre vi ously con sid ered.

Next, step out side the realm of the secu ri
ties indus try and con sider nonsecu ri ties laws, 
reg u la tions, and rela tion ships that may be 
appli ca ble to the firm. Examples include tax, 
insur ance, bank ing and other finan cial orga
ni sa tions and affil i ates, Department of Labor 
(DOL) and Employee Retirement Income 
Security Act (ERISA) reg u la tions and cli ent 
rela tion ships. Finally, con sider the firm’s cor
po rate cul ture. Evaluate cor po rate ini tia tives, 
finan cial strength and reporting, poten tial 
rep u ta tional risks as well as the firm’s com
pet i tors. These areas are often overlooked 
when con tem plat ing the total ity of risks asso
ci ated with a firm.

Assign a risk rat ing
Upon com ple tion of the inven tory, assess 
each inven to ried risk. Determine the sig nif
i cance and assign a rat ing. Make a judg ment 
with each risk of what is the like li hood the 
risk would mate ri al ise and the neg a tive effect 
that event would have on the firm and its cli
ents if the risk were to occur. Analysing each 
item allows the firm to prioritise ini tia tives 
so that appro pri ate resources can be allo cated 
towards those activ i ties that pres ent the high
est risk.

Use a risk rat ing that makes sense con
sid er ing the breadth and scope of the risks 
iden ti fied. Larger finan cial insti tu tions will 
use com plex rat ing sys tems cal cu lat ing risk 
based on a num ber of fac tors, includ ing inher
ent and resid ual risk among other asso ci ated 
risks. Using a more sim pli fied ver sion of a risk 
scale, such as col ourcod ing red (dan ger ous), 
yel low (pro ceed with cau tion), and green 
(pres ents lit tle or no risk) or a high, mod er ate, 
lowrank ing sys tem works just as effec tively. 
With any scale, ensure that it aligns appro pri
ately to the item being eval u ated and is eas ily 
dis cern ible from the other risks. For exam ple, 
if a tenpoint scale is used with out any other 
val ues to clar ify the assigned rat ing, recognis
ing that ten (10) might be high, five (5) might 
be medium and one (1) would be con sid ered 
low, how does a rank ing of 4 or 6 iden tify 
the risk? Firms can be assured that a reg u la tor 
will focus on these details.

As a part of this step, con sider document
ing the rea son the firm made the deci sion to 
place risks into one cat e gory ver sus another, as 
recollecting these con ver sa tions at a later date 
may be diffi  cult. This is where a cul mi na
tion of the firm’s risk appe tite, the reg u la tory 
land scape, and the con trols in place will shape 
whether the rat ing is ele vated or not. Deter
mine what the con se quences could be if the 
risk mate ri al ises and assess the impor tance. 
What risks are sig nifi  cant enough to war
rant for mal, writ ten pro ce dures ver sus the 
risks that are less seri ous that can be man aged 
through other means?

Map risks to pro ce dures and con trols
For each risk iden ti fied that war rants a writ
ten pol icy, cor re late or ‘map’ the risk to 
the appro pri ate pol icy and con trol. For the 
remaining risks, iden tify and eval u ate any 
infor mal pro cesses cur rently in place that 
address the risk and map accord ingly. If the 
risk is not appli ca ble, indi cate why.

Where there is a gap, or, in other words, 
a risk with no cor re lat ing pol icy and con trol 
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already in place, then the firm should develop 
one. Developing and adopting a new pol icy 
should not be done in a silo. The involve ment 
of the man age ment team as well as key busi
ness part ners is impor tant to gain per spec tive 
from all  stake hold ers. Receiving input from 
these areas can also elim i nate crafting a pol
icy that can not be followed in prac tice.

When drafting a pol icy, con sider a few 
things. First, exam ine the root cause of the 
risk. For exam ple, a root cause of an iden ti
fied risk might be a sin gle point of fail ure, 
or where there is only one employee with 
knowl edge or respon si bil ity for a pro cess but 
then gets hit by the pro ver bial bus. Secondly, 
ana lyse the objec tive the pol icy is intended 
to achieve. Evaluate the path for ward and 
the prob a bil ity the objec tive will be met. 
Even with the best of inten tions, most risks 
can not be elim i nated entirely. That is why 
it is impor tant to ensure that good con trols 
are recognised, in place and are rou tinely 
val i dated. Thirdly, con tem plate the firm’s 
tol er ance for the risk and the strength of 
con trols needed. Delve into the fea si bil ity 
of the pro ce dures and con trols being con
tem plated to address those risks. Do you 
mit i gate or elim i nate the risk? There is a 
wide array of con trols that can be imple
mented from pro hi bi tions and preapprov als 
to audit or inde pen dent ver i fi ca tion. As 
in the exam ple of the sin gle point of fail
ure, crosstrain ing on job func tions may 
be an appro pri ate con trol. Finally, explore 
poten tial tech nol ogy solu tions that can be 
lev er aged which are either already in place 
or that can be implemented. In almost all  
facets of com pli ance, there are quite a few 
inno va tive tech nol ogy plat forms that assist 
with over sight and con trol envi ron ments. 
These types of resources are increas ingly 
more afford able as advance ments in fintech 
con tinue to evolve. Weighing the cost of 
human error, labour and the finan cial out lay 
from a fine or sanc tion makes these auto
mated con trols and the tech nol ogy behind 
them more costeffi cient.

Within the pol icy, ensure there is effec
tive over sight, dual con trols or func tional 
sep a ra tion of duties and an appro pri ate level 
of detail that ensures clar ity regard ing the 
pol icy. Ambiguous lan guage makes it diffi 
cult for employ ees to com ply and opens the 
door to inad ver tent vio la tions.

Risk man age ment programmes can be 
very valu able tools, but keep in mind that 
inter nal con trols may still have lim i ta tions. 
Overreliance on the risk frame work can be 
prob lem atic. In 2013, COSO high lighted 
the fact that,

Internal con trols can not pre vent bad judg
ment or deci sions, or exter nal events that 
can cause an orga ni za tion to fail to achieve 
its oper a tional goals. In other words, even 
an effec tive sys tem of inter nal con trols can 
expe ri ence a fail ure. Limitations may result 
from the:

• Suitability of objec tives established as a 
pre con di tion to inter nal con trol

• Reality that human judg ment in deci sion 
mak ing can be faulty and sub ject to bias

• Breakdowns that can occur because of 
human fail ures such as sim ple errors

• Ability of man age ment to over ride inter
nal con trol

• Ability of man age ment, other per son nel, 
and/or third parties to cir cum vent con
trols through col lu sion

• External events beyond the orga ni za tion’s 
con trol.10

Review and revise
An effec tive risk frame work is not a static 
envi ron ment. It should con tinue to evolve as 
the risks in the firm are iden ti fied. Periodically 
reeval u at ing the firm’s risk is a key com po
nent to a suc cess ful com pli ance programme. 
Contemplate cir cum stances that may trig ger 
revi sions in whole or in part to a pre vi ously 
performed risk assess ment. Opportunities to 
adjust the risk matrix may come as a result 
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of pre vi ous or uncov ered com pli ance issues, 
changes in busi ness ini tia tives and move
ment in the reg u la tory land scape. Consider 
reviewing the programme at least annu ally to 
ensure that risks are iden ti fied and miti gated 
or elim i nated.

During this review, also assess whether the 
like li hood or effect of the risks has changed. 
Add new risks that have emerged since the 
pre vi ous review and decide whether con trols 
exist or need to be devel oped. Periodically 
review and recalculate iden ti fied risks.

USING YOUR RISK MATRIX
Once the frame work has been established, 
it should be the cor ner stone to man age the 
com pli ance programme. It can guide con
ver sa tions with man age ment regard ing new 
ini tia tives in the firm, the implementation of 
pol i cies, pro ce dures and con trols, as well as 
increas ing com pli ance resources. Align the 
risk assess ment towards the key risks iden ti
fied and use it as a roadmap for test ing the 
com pli ance programme. Areas that pres ent 
the highest risk may need to have a more 
fre quent test ing sched ule than those with a 
lower risk rat ing. Use the risk assess ment to 
under stand poten tial con flicts of inter est and 
make appro pri ate dis clo sures.

Develop key risk indi ca tors (KRIs) to 
help safe guard the firm from future risk 
that may yet to be iden ti fied or quan ti fied. 
What is a KRI? KRIs are met rics that pre
dict poten tial risks that can neg a tively affect 
businesses. They pro vide a way to quan tify 
and mon i tor each risk.11 Their pur pose is to 
pre dict poten tial risk and play an essen tial 
role in risk man age ment by:

• Identifying any risk expo sure relat ing to 
cur rent or emerg ing risk trends.

• Assessing and quan ti fy ing each risk and its 
poten tial impact.

• Providing per spec tive through bench
mark ing.

• Enabling timely and ongo ing risk con trol 
and mon i tor ing.

• Enabling lead ers and key per son nel to 
receive alerts of poten tial risks in advance.

• Providing time to develop the appro pri ate 
and effec tive risk responses.

• Establishing objectivity within the risk 
man age ment pro cess.12

Ensure that the KRI aligns with the firm’s 
stra te gic goals to ensure the appro pri ate pri
or ity can be given to key risks.

Firms can use the risk matrix to for mu
late the annual review of the com pli ance 
programme and report new or sys temic risks 
to senior man age ment. Align your annual 
risk assess ments towards key risks iden ti
fied and con duct targeted assess ments of key 
com pli ance risks with a focus on pol i cies, 
pro ce dures and con trols. For exam ple, how 
has the COVID19 pan demic changed your 
cybersecurity or busi ness con ti nu ity plan
ning? How are they addressed in pol i cies 
and pro ce dures? What are your con trols? 
How are you mon i tor ing and test ing? Are 
there any poten tial oper a tional losses related 
to this type of work force struc ture? What 
has changed with over sight of advis ers? This 
is an area where a targeted assess ment of 
poten tial risk could uncover issues that were 
not pre vi ously con sid ered or addressed.

Furthermore, the risk man age ment 
programme will be a use ful tool when 
 com mu ni cat ing to man age ment the role of 
com pli ance, the risks fac ing the firm and 
the con trols designed to mit i gate the risk. 
As resources are often scarce when it comes 
to com pli ance, the matrix can also drive 
related con ver sa tions.

CONCLUSION
There are many ways to con duct this exer
cise. Whether using the COSO frame work, 
the Institute of Internal Auditors Three 
Lines of Defence13 model, the Comptroller’s 
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nance,14 or a com bi na tion of meth ods, there 
is no wrong way. Firms do not need exten
sive edu ca tion and back ground to develop 
a programme that identifies risk in order to 
begin the pro cess. Programmes that are suc
cess ful may take years to develop through 
com mu ni ca tion, col lab o ra tion, over sight 
and con tin ued revi sion.

Developing a risk frame work as the basis 
for the com pli ance programme res o nates 
with reg u la tors. The pro cess of miti gat ing 
risk begins with iden ti fy ing the risks. This 
is a nec es sary ele ment in implementing 
and maintaining a strong com pli ance pro
gramme. Firms can be assured that, at some 
point, they will be asked by a reg u la tor to 
pro duce an anal y sis of the firm’s risks and 
how they are miti gated.
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